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Guidance 

Release of personal information to elected members
Issued to Chief Social Work Officers, January 2016
Produced in association with Anderson Strathearn LLP

1. Introduction

Social Work Scotland has prepared this Guidance to assist Chief Social Work Officers (“CSWOs”) in handling requests for information on people in receipt of social work services.

Local authorities are required to appoint CSWOs under section 3 of the Social Work (Scotland) Act 1968. The scope of CSWOs role and their responsibilities are set out in Scottish Government guidance.
  As part of their role, CSWOs may have to decide whether or not to authorise the disclosure of information on people receiving social work services.  There are a number of statutory frameworks governing such requests and CSWOs must make sure they follow the correct procedure.
When a CSWO receives a request for information, the following questions should be considered:

(1) Who is the request from?

(2) What information is being requested?

(3) What are the statutory provisions governing disclosure of the information?
(4) Is the local authority required or permitted by law to disclose any of the information in the circumstances?
2. Legislation governing information requests

Information requests to local authorities in Scotland are covered by a number of pieces of legislation. For the purposes of the information held by social work services, the key pieces of legislation are considered to be:

· The Freedom of Information (Scotland) Act 2002 (“FOISA”): An Act of the Scottish Parliament which gives everyone the right to ask for any information held by a Scottish public authority. FOISA is regulated and enforced by the Scottish Information Commissioner.

· The Data Protection Act 1998 (“DPA”): A UK Act which implements a European Directive on the protection of personal data. The DPA is regulated and enforced by the UK Information Commissioner.

CSWOs should be aware that separate access to information legislation governs requests for environmental information and spatial datasets (e.g. map data) held by Scottish public authorities. Responsibility for enforcing these lies with the Scottish Information Commissioner. For more information on these, CSWOs should consult with their authorities’ FOI officer. 
3. Requests under FOISA

All local authorities in Scotland are subject to FOISA, which gives individuals a right to request any recorded information held by the authority. Requests under FOISA should normally be dealt with by a local authority FOI unit of FOI officer. Disclosure of information under FOISA is a disclosure of information into the public domain. 
This summary is intended to give CSWOs an overview of the legislation and the key points to be aware of.
An information request under FOISA might not mention the legislation, but the request must:

· be in a recorded format

· give the full name and address of the requester 

· ask for information

There are exemptions to the information public authorities are required to disclose under FOISA, one of which is an exemption for personal data under s38 of FOISA.

They key points for CSWOs to be aware of are:

· Requests from or on behalf of an individual for their own personal data should be dealt with as a ‘subject access request’ under section 7 of the DPA. This is dealt with in more detail below.

· If the request is for the personal data of third parties, the local authority will need to consider whether disclosure would breach any of the data protection principles in the DPA before it can disclose the information. 

· Because disclosure under FOISA is disclosure into the public domain, there are likely to be limited circumstances in which it would be fair and lawful (under the first data protection principle of the DPA) to disclose social work records under FOISA. 
· Local authorities are under a duty to respond to requests under FOISA within 20 working days even where the requested information is exempt from disclosure.  Therefore, CSWOs should liaise with the local authority FOI unit as necessary in responding to any FOI requests for social work records.
4. Requests under the DPA
4.1 Key terms

Data in the case of local authorities is any recorded information that is being processed by or on behalf of the authority.
Personal data means data relating to a living individual who can be identified either directly from that data or indirectly from that data and other information.
Sensitive personal data is personal data about a living individual’s racial or ethnic origin, political opinions, religious or other similar beliefs, trade union membership, physical or mental health or condition, sexual life, criminal offence or alleged criminal offence, or any proceedings, disposal of proceedings or sentence of court for proceedings for an offence or alleged offence.

Data controller means the person who, or organisation which determines the purposes for which, and the manner in which, any personal data are, or are to be, processed.  All local authorities in Scotland are data controllers.
Data subject means a living individual to whom the personal data relates.

Processing is any activity that involves obtaining, recording or holding the data, or carrying out any operation on the data including organising, amending, retrieving, using, disclosing, erasing or destroying it or transferring it to a third party.

Consent means any freely given, specific and informed indication by a data subject of his/her wishes, by which the data subject signifies agreement to personal data relating to him/her being processed

4.2 Requests from individuals for their own personal data
Under s7 of the DPA an individual is entitled to certain information from a data controller by making what is commonly known as a subject access request (“SAR”) to a data controller.   Before responding to a SAR, the data controller should take steps to verify the identity of the individual making the SAR by requesting ID. Particular care must be taken if the requester is a child (under 16) or lacks capacity. 
It is expected that each local authority will operate under a Data Protection Policy, which will outline the procedures and safeguards in relation to how that authority as a data controller deals with its subject access requests. As employees of an authority, CSWOs are not the data controller – the authority is. However, breaches of the DPA can give to individual liability as well as corporate liability in certain circumstances and so CSWOs need to be aware of the requirements of the DPA.
Within 40 calendar days of the data controller receiving such a request, an individual is entitled to:
· be informed whether his or her personal data is being processed by or on behalf of the data controller;
· if that is the case, to be given a description of his or her personal data, the purposes for which the personal data is being processed and the recipients or classes of recipients to whom the personal data is being disclosed; and
· to have communicated to him/her in an intelligible form the information constituting his or her personal data.

However, this is not an absolute right and is subject to a number of exemptions.  Of key importance to CSWOs in considering what personal data to disclose in response to a SAR is the Data Protection (Subject Access Modification) (Social Work) Order 2000 (“ the 2000 Order”). 

The 2000 Order exempts the disclosure of certain personal data in response to a SAR where disclosure would be likely to prejudice the carrying out of social work by causing serious harm to the physical or mental health or condition of the data subject or another person.
Under the 2000 Order, if the requested personal data originated from or was supplied by the Principal Reporter acting in pursuance of his or her statutory duties, the authority must inform the Principal Reporter of the request within 14 days and shall only provide the personal data to the data subject if the Principle Reporter confirms that, in their view, it will not cause prejudice or harm, as above.

4.3 Requests on behalf of individuals for their personal data

Examples of those who might make a request on behalf of another individual include:

· Solicitors

· Independent advocates or support workers

· Court appointed representatives

· Elected members (including councillors, MSPs, MPs, MEPs)

· Friends or family, for example a parent on behalf of their child

If a data controller receives any request for personal data from a third party purporting to be acting on behalf of the data subject, the data controller should always request a signed mandate from the data subject granting their consent to disclosure of their personal data to the requester.  The mandate should specify exactly what information they are authorising the requester to see, as there may be some information that social services hold that the data subject does not want the requester to see, or disclosure of which is not necessary for the purposes for which the requester is has made the request. 

A mandate for information is not permission for a third party to access all information at all times. In order to keep information safe and protect the individual in question, the CSWO should require separate mandates for different pieces of information as time passes and situations change.

If and once a signed and current mandate is in place, the CSWO has to decide whether or not the person granting consent has the capacity to do so and also whether they understand the implications of sharing their personal data.  The CSWO will have to judge on a case by case basis what steps are necessary in order to verify that the data subject’s consent is specific, freely given and informed.

CSWOs should confirm whether the third party is making a SAR on behalf of the individual.

If there is any doubt as to the validity of the consent, CSWOs should not provide the personal data.
CSWOs should also be aware that the 2000 Order provides specific exemptions from the information to be provided in response to a SAR where:

· The data subject is a child (under 16) and the person making the request has parent responsibilities for them.

· The data subject is incapable of managing his own affairs and that person has been appointed by the court to manage those affairs.
If the data subject would not have expected that information to be disclosed or has expressly indicated that the information should not be disclosed. 

CSWOs should also be aware of the Data Protection (Processing of Sensitive Personal Data) (Elected Representatives) Order 2002 (“the 2002 Order”). For processing of personal data to meet the requirements of the first data protection principle, the processing must be fair, it must be lawful and it must meet at least one of the 6 conditions set out in schedule 2 to the DPA. Where the processing involves sensitive personal data, it must also meet at least one of the conditions set out in schedule 3 to the DPA or one of the conditions in an Order made under paragraph 10 of schedule 3. The purpose of the 2002 Order is to provide a specific condition under schedule 3 for elected members, where they require access to sensitive personal data of an individual in order to carry out their functions as an elected representative at the request of that individual. 
However, the 2002 Order does not remove the need for the processing (in the form of disclosure of personal data to the elected member) to comply fully with the first data protection principle to also be fair and otherwise lawful, for example, the processing must not breach the rights of third parties and it must not breach privacy rights under Article 8 ECHR; unless an exemption in the DPA to the first data protection principle applies. It also does not remove the need for the data controller to have confirmed the identity of the individual on whose behalf of the request appears to have been made.
In terms of disclosure of personal data to an elected member by a local authority, the processing must comply with all other principles of the DPA. The second data protection principle provides that personal data shall be obtained only for one or more specified and lawful purposes and shall not be further processed in any manner incompatible with that purpose or those purposes. The third data protection principle requires that personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed. The seventh data protection principle requires that appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data. Authorities and elected members should both take responsibility for ensuring compliance with this principle in respect of any personal data that might be disclosable.

Some exemptions might apply to the requirement to comply with certain of the data protection principles. An authority will require to consider whether any disclosures are permissible in terms of all the data protection principles, or whether a DPA exemption to any of those principles applies in the given facts and circumstances of any particular case.

The 2002 Order exists to give a legal mechanism for sharing sensitive personal data with elected members in terms of schedule 3 to the DPA, should it be deemed appropriate by the data controller, having considered compliance with all the other requirements of the DPA. It does not provide elected members with an absolute right to receive that information. 
In summary, the criteria set out in the 2002 Order provide a schedule 3 condition for processing in the form of disclosure of sensitive personal data to elected members in circumstances including where:

· the elected member is dealing with a matter in his or her capacity as an elected member;

· the disclosure is made in response to a communication from the elected member at the request of the individual;

· sensitive personal information is relevant to the subject of the communication; and
· disclosure is necessary for the purpose of responding to that communication.
The full range of circumstances in which the Order provides a schedule 3 condition for disclosure of sensitive personal data to elected members are set out in paragraphs 3 to 6 of the 2002 Order. As disclosure is only permissible in response to a request from the elected member and will entail an element of risk for the authority, CSWOs should try to ensure that they, or their local authority, have a signed mandate from the data subject in respect of the disclosure and making clear the extent of the required disclosure in the given circumstances, where this is possible. An alternative to a mandate might be a copy of the letter from the individual to the elected member requesting them to raise a matter on their behalf and confirming that they understand that the elected member might need to access some of their personal data, as necessary, in order to deal with the matter.
4.4 Requests from third parties for the personal data of individuals

This section is intended to cover requests from third parties who are not acting on behalf of the individual, for example, Police Scotland or HMRC.

Unless there is an overriding legal obligation, such as a court order requiring disclosure or where the requester has a specific statutory right to the requested personal data, whether or not to disclose the requested personal data is at the authority’s discretion.  The local authority as the data controller bears the risk that disclosure may breach the DPA although individual officers can also bear some personal liability for unauthorised disclosures of information.
A local authority may consider voluntary disclosure where not disclosing the information would be likely to prejudice:-

· the prevention of detection of crime

· the  apprehension or prosecution of offenders; or

· the assessment or collection of tax.
However, the interests of third parties in obtaining personal data need to be balanced with the rights of the data subject. Before deciding to disclose any personal data voluntarily, the CSWO should ensure that they have sufficient authority within their local authority to authorise such a disclosure and that any such request:

· is in writing;
· confirms the organisation and any relevant statutory powers;
· is countersigned by a supervisor of the requester;
· states the purpose of the request and the specific information required; and
· sets out why failure to provide the information would prejudice a matter, e.g. an investigation.

In the event of an urgent request for information where any delay in provision of the personal data may lead to a risk of harm to any person or impair a criminal enquiry, the information may be provided to the requester, e.g. Police Scotland, immediately. Officers making the request in urgent circumstances can initially verbally provide the reason for the requirement and explain the urgency. Details of any such request and subsequent disclosure should still be recorded.

If a request is made verbally over the telephone, even if it is urgent, the CSWO, or other appropriate official, should always take steps to confirm the identity of the requester. Failure to do so may result in a serious breach of the DPA.
5. Disclosure in breach of the DPA
The data controller in respect of personal data processed by or on behalf of the local authority is the local authority as a whole and not just social services or the CSWO. Therefore, there may be situations where the Chief Executive or another senior officer of the local authority decides that personal data should be handed over in response to a request, against the advice of their CSWO. In a situation such as this, the CSWO should make sure that their objections are clearly communicated and recorded in writing, with reasons. They should ensure that their objections and concerns are raised at the appropriate level and they could seek guidance from the UK Information Commissioner’s office or make reference to the various guidance notes and codes of practice available on the UK ICO’s website at: www.ico.org.uk.
If the CSWO discloses personal data to a third party without a data subject’s permission, or where they lack capacity without the permission of their legally appointed guardian, the CSWO could be subject to investigation by the SSSC as well as the UK ICO. 
An individual may complain about their personal data being disclosed in breach of the DPA to the UK ICO, thereby prompting an investigation and possible regulatory action and financial penalties.  Data subjects also have a right to seek compensation for damage and distress, under the DPA.

It should be noted that, depending on the circumstances, the CSWO as an individual as well as or instead of the local authority could incur liability for any breach of the DPA.
This guidance was agreed at the Social Work Scotland meeting of Chief Social Work Officers on Thursday 7th January 2016.
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